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Multiple choice: circle the letter corresponding to the single best response to each item (1 points each)

1. In which IT layer could an attack would occur but appear most like a normal user?
A. Network layer
B. Operating system layer
C. Database Layer
D. Application Layer
2. At which IT layer would most likely an attacker attempt to assume control over first? 
A. Network administrator
B. Database administrator
C. User account
D. Service Account
3. Which account would most readily be used as a launching pad to the remainder of an organizations network?
A. Network administrator account
B. Service account
C. Emergency account
D. Local server administrator account
4. Which of the following is  a reason why  privileged accounts should be reviewed by  internal audit:
A. Cyber attackers will attempt to exploit these accounts.
B. The attacker’s goal is to get in fast, gather data, and remove it.
C. One can gain a large footprint on the network without much effort. 
D. All the above.
5. A network administrator can modify the access capability of which type of account?
A. Service account
B.  Local server administrator
C. Database administrator
D. User account
6. The best example of a common control associated with standard user and privileged accounts is:
A. Monitoring account activity
B. Require additional approvals
C. Password length
D. A and C above
7. Once an infiltration occurs what control will best limit propagation?
A. Network segmentation
B. Disable interactive login
C. Logging privilege user access and follow-up
D. Require additional approvals

8. Which of the following is the best response that reduces risk when asking the question, How is vendor and contractor access monitored for illicit activity to ensure their network account is not compromised?  
A. All vendors and contractors activity is logged and monitored.
B. Vendors and contractors who remotely access the network are required to use 2-factor authentication.
C. Vendors and contractors are required to change their password every time they login. 
D. A quarterly review of vendors and contractors occurs.
9. Which of the following is the best test to ensure vendor and contractor privileged access is monitored for illicit activity?  
A. Test to ensure daily account activity is monitored and follow-up timely occurs. 
B. Select a sample of vendor and contractor privileged accounts and test to ensure appropriate approvals occur.  Vendors and contractors who remotely access the network are required to use 2-factor authentication. 
C. Test appropriateness of privileged account authentication procedures.  
D. Test to ensure adequate safeguards for protection of privilege account passwords. 
10. Select the best monitoring control test for privileged accounts. 
A. Test to ensure quarterly reviews timely occur.
B. Test to ensure a periodic entitlement review occurs.
C. Test to ensure 2-factor authentication is active. 
D. Test to ensure the number of privileged accounts is limited.

11. The best practice for application or batch job account passwords is to change their passwords at least annually or when a person with knowledge of each of the accounts’ passwords leaves the organization.  Explain reasons why an organization may forgo changing these accounts passwords when an employee who has knowledge of these accounts’ passwords leaves the organization.  (5 points)
An organization may forgo changing account passwords when an employee who had the access of the accounts leaves the organization because of some reasons. Firstly, if an organization has established its database rights access through logons (Cooper, 2015). Most organizations with password policy have set the passwords to change automatically after every day. After the passwords are changed automatically, the data is encrypted then backed up in the main server. Additionally all the computers linked with the central server are encrypted and the rest cannot access. Such organizations will not change the account passwords when an employee leaves. 
Another reason when an organization might not change the account password is when there is a process in place that audits all the activities in the organization. In the modern era, organizations have changed to accommodate the increasing technology. Therefore, some organizations have put in place a process that tracks all the processes and conducts internal audit of the organization. The audits include checking the active directory and disabling the accounts that are not needed. Organizations with such automated process may forgo changing the account passwords (Cooper, 2015).
12. Explain the difference between and server and client-side attack?  Include in your response which is the traditional attack model? (10 points)
The difference between the server and client side attack is that server-side attack targets information from the web server while client side attack will target information from the user (Cormode & Krishnamurthy, 2018). The server-side attackers utilize SQL injection where a hacker sends malicious SQL statements to a server which in turn controls the targeted server. On the other hand, the client side attacks involve impersonating a trusted individual or a target to lure the target to offer important information. While server is a more traditional model, the client side is a current model and the more effective of the two types (Cormode & Krishnamurthy, 2018). In client side attacks, the hacker leverages the knowledge that is in the applications that the targeted individual uses daily to facilitate the work in the organization. Such applications include PDF writers and reader, Firefox and internet explorer browsers or instant manager application. However, the server side attacks are lesser successful because they are done through the client-side in order to successfully modify the SQL statement return from the back end. This is also attempted in order to take the control of the data base.
13. Why are client-side attacks effective? (5 points)
Clients- side attacks are highly successful because the Phishers (hackers) impersonates an individual who is highly trusted by their target. It involves crafting a mail that is acceptable by the target. To accomplish the goal, the attacker collects the information of the target and then develops bait on the target. The collection of information involves conducting reconnaissance and extensive research. Mostly, the attacker can impersonate an old friend of the target and if the target gives in, the hacker phish all the information he/she want (Nikiforaki, Younan, & Joosen, 2010)
14.Explain the concept of “defense-in-depth”.   (5 points)
[bookmark: _GoBack]Defense- in- depth is an advance in cyber security where a series of defensive methods are set to protect an organization’s confidential information. This multilayered defensive tactic is also known as castle approach (Bakolas & Saleh, 2016). The defensive mechanism are laid in a manner that if one mechanism fails, another method automatically steps up to prevent the attack. The significance of a multilayered defense approach is that it increases the security of any system and thwarts numerous security threats.
15. For each of the following network appliances, explain what the purpose of the network appliance and its role in preventing, detecting and/or correcting a cyber-attack.  (15 points)
Network Appliances:  Firewall, IDS/IPS, and Network Segmentation


Use the following template when responding:
Network Appliance: Fire wall
Purpose: Packet Filtering. This appliance filters the incoming and outgoing data packets in the database. It allows the authorized access of information and automatically blocks unauthorized information. In addition, it notifies the administrator of any unauthorized access (Nikiforaki, Younan, & Joosen, 2010).
Preventive: allows authorized access
Detective: detects unauthorized access
Corrective: Block threats and alert the organization
	
Network Appliance: IDS/IPS
Purpose: Scanning Packets. IDS and IPS compares the information of the user accessing the database with the information available in the database. If the information does not match that of the database, the access is blocked and the administrator is notified (Bakolas & Saleh, 2016).
Preventive: allows authorized access
Detective: compares information to databases
Corrective: blocking threats and alerts the organization of any intrusion.

Network Appliance: Network Segmentation
Purpose: Improves security and boost performance. In Network segmentation, the network sections are divided in different parts. In case a hacker successfully gains access in one layer, the access to the others is automatically restricted (Cooper, 2015).
Preventive: The users can only access a specific network
Detective: detects access in unauthorized networks.
Corrective: limits the spread of attacks and alerts the organization 
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